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= VITA’s MSI Integrator

= Procedure symbol = Process symbol = Decision symbol

MSI ASD SMM

4.0 IT Service Lifecycle Processes

4.1 Common IT Service Lifecycle Processes

SMM 2.0
Relational and 

Operational 
Governance

4.1.1 – Platform Management Processes

= Generic/Custom symbol= Item is referenced multiple times for differing SMMs 

SMM 4.1.1.1
Program 

Management 
Office (PMO)

SMM 4.1.1.2
Project Portfolio 

Management and 
Reporting System

SMM 4.1.1.4
Ongoing Programs

SMM 4.1.2.5
Demand 

Management 
(DMDM)

1.0
ITISP Organization

2.0
VITA Organization

3.0
MSI Organization

4.0
STS – Mainframe 

Organization

5.0
STS – Messaging 

Organization

6.0
STS – Managed 

Security Services 
Organization

7.0
STS – Server / 
Storage / Data 

Center Organization

8.0
STS – Managed Print 

Organization

9.0
STS – End User 

Support Organization

10.0
STS – Voice / Data / 

Network 
Organization

11.0
STS – Internal VITA 

Services 
Organization

SMM 4.1.3.9
Supplier 

Management 
(SUPM)

1.0
Pre-Initiation Phase

2.0
Initiation Phase

3.0
Detailed Planning 

Phase

4.0
Execution and 
Control Phase

5.0
Closeout Phase

2.0
Entering projects

3.0
Create project risk

4.0
Create project issue

5.0
Viewing project 

details and attributes

6.0
Viewing portfolio 

details and attributes

7.0
Managing and 

viewing resources

8.0
Viewing and 

managing external 
dependencies

9.0
Additional views 

access

1.0
Determine list of 

programs and 
attributes

2.0
Enter appropriate 
Ongoing Programs

1.0
Idea Record Creation

2.0
Demand Record 

Creation

3.0
Demand Record 

Screening

4.0
Demand 

Qualification

5.0
Demand Record 

Approval

1.0
Monthly governance 

forums with each 
supplier

2.0
Oversite when 

adding/removing 
vendors from service 

towers

3.0
Customer 

satisfaction process 
providing insights 
into concerns and 

issues

4.0
Tracking and 

measuring system 
for SLAs, customer 

feedback/complaints

Communications 
Management (COMM)

Change Management 
(CHGM)

Business Relationship 
Management (BRSM)

Risk Management 
(RSKM)

Demand Management 
(DMDM)

IT Financial 
Management (ITFM)

Continual Service 
Improvement (CSI)

Continual Service 
Improvement (CSI)

Solution Design 
Management (SODM)

– Outputs (Leading Indicators) –– Interfaces and Inputs (as enablers) –

SMM 4.1.2.1
Strategy 

Generation and 
Management 

(SGM)

4.1.2 – Service Strategy Processes

SMM 4.1.2.2
IT Technology 

Planning

SMM 4.1.2.3
IT Financial 

Management 
(ITFM)

SMM 4.1.2.4
Service Portfolio 

Management 
(SVPM)

SMM 4.1.2.5
Demand 

Management 
(DMDM)

SMM 4.1.2.6
Business 

Relationship 
Management 

(BRSM)

1.0
Analyze Internal 

Factors

2.0
Analyze External 

Factors

3.0
Establish Objectives

4.0
Determine 

Perspective for 
Vision

5.0
Form a Position for 

Policies

6.0
Craft a Plan

7.0
Adopt Patterns of 

Action

8.0
Document the 

Service Strategy

1.0
Determine Technical 

Currency and 
Refresh

2.0
Determine Technical 

Advances

3.0
Determine Technical 

Evolutions

4.0
Determine Service 

Efficiencies

5.0
Produce the 

Technology Plan

1.0
Define

2.0
Analyze

3.0
Approve

1.0
Identify Sources of 

Demand Forecasting

2.0
Analyze and Codify 

Patterns of Business 
Activity (PBAs)

1.0
Assign CAM

2.0
Assign BRM

3.0
Develop Customer 

Relationships

4.0
Maintain Customer 

Relationships

5.0
Document 

Requirements

6.0
Coordinate services 
and service levels

7.0
Customer Experience 

Management

8.0
Manage Complaints

– 4.1.2.1 Inputs – 

Continual Service 
Improvement (CSI)

Service Design

IT Financial 
Management (ITFM)

Service Transition

Service Portfolio 
Management (SVPM)

IT Technology Planning

Service Management

Service Portfolio 
Management (SVPM)

Service Level 
Management (SVLM)

Commonwealth / 
Agency / IT Strategic 

Plans

MSI or STS New 
Service Proposals

Technology Vendor 
Forecasts

– 4.1.2.2 Inputs – 

– 4.1.4.1 Inputs –

Capacity Management 
(CAPM)

Problem Management 
(PRBM)

3.0
Associate user 
Profiles (UPs)

4.0
Identify Demand for 

Services

5.0
Demand Record 
Routing Process

5.1
Idea Record Creation

5.2
Demand Record 

Creation

5.3
Demand Record 

Screening

5.4
Demand 

Qualification

5.5
Demand Record 

Approval

– 4.1.2.5 Inputs – – 4.1.2.6 Inputs – 

MSI Project 
Management

Customer Information 
Process

Complaint 
Management

Customer Experience 
Management

Budget Process

Service Tower 
Suppliers (STS)

Information Security 
Management (SECM)

IT Service Continuity 
Management (ITSCM)

Release and 
Deployment 

Management (RDPM)

Demand Management
(DMDM)

BRM / CAMs

Supplier Management 
(SUPM)

Service Portfolio 
Management (SVPM)

– 4.1.1.1 Inputs – – 4.1.1.4 Inputs – 

Ongoing program data 
and information

– 4.1.2.5 Inputs – – 2.0 Inputs – – 4.1.1.2 Inputs – 

Up-to-date and 
complete KSE inputs by 

the STS
Up-to-date list of 
programs from 

incumbent via Excel 
received

Capacity Management 
(CAPM)

Availability 
Management (AVLM)

BRM / CAMs

Service Portfolio 
Management (SVPM)

1.0
Project portfolio 

management and 
reporting system

– 4.1.2.3 Inputs – – 4.1.2 Inputs – 

Commonwealth IT 
Plans

VITA and COV-Agency 
Surveys

IT Service Strategy 
from SMM 4.1.2.1

– Outputs (Leading Indicators) –– Interfaces and Inputs (as enablers) –

SMM 4.1.3.1
Solution Design 
Management 

(SODM)

4.1.3 – Service Design Processes

SMM 4.1.3.2
Service Catalog 
Management 

(SVCM)

SMM 4.1.3.3
Service Level 
Management 

(SVLM)

SMM 4.1.3.4
Availability 

Management

SMM 4.1.3.5
IT Service 
Continuity 

Management 
(ITSCM)

SMM 4.1.3.6
Capacity 

Management 
(CAPM)

1.0
Define and Maintain 
Policies and Metrics

2.0
Plan Design 

Resources and 
Capabilities

3.0
Coordinate Design 

Activities

4.0
Manage Design Risks 

and Issues

5.0
Improve Service 

Design

6.0
Plan Individual 

Designs

7.0
Coordinate 

Individual Designs

8.0
Monitor Individual 

Designs

– 4.1.3.1 Inputs – – 4.1.3.1 Outputs –

Availability 
Management (AVLM)

Strategy Management 
(SMIS)

Business Relationship 
Management (BRSM)

IT Financial 
Management (ITFM)

Release and 
Deployment 

Management (RDPM)

Transition Planning 
and Support

Service Validation and 
Testing (SVVT)

Request Fulfillment 
and Management 

(RQFL)

Information 
Management

– 4.1.2.2 Inputs – – 4.1.3.2 Outputs –– 4.1.3.2 Inputs – – 4.1.3.4 Inputs –– 4.1.3.3 Inputs –– 4.1.3 Inputs –

Business 
requirements

– 4.1.3 Outputs –

– Outputs (Leading Indicators) –– Interfaces and Inputs (as enablers) – 4.1.4 – Service Transition Processes

– Outputs (Leading Indicators) –– Interfaces and Inputs (as enablers) – 4.1.5 – Service Operation Processes

– Outputs (Leading Indicators) –– Interfaces and Inputs (as enablers) – 4.1.6 – Continual Service Improvement (CSI) Processes

SMM 4.1.3.7
Information 

Security 
Management 

(SECM)

SMM 4.1.3.8
Risk Management 

(RSKM)

SMM 4.1.3.9
Supplier 

Management 
(SUPM)

Service Level 
Management (SVLM)

Release and 
Deployment 

Management (RDPM)

Change Evaluation 
(CVAL)

Request Fulfillment 
and Management 

(RQFL)

Change Management 
(CHGM)

Service Portfolio 
Management (SVPM)

Supplier Management 
(SUPM)

Information Security 
Management (SECM)

IT Service Continuity 
Management (ITSCM)

Capacity Management 
(CAPM)

Service Portfolio 
Management (SVPM)

Demand Management 
(DMDM)

Change Management 
(CHGM)

Capacity Management 
(CAPM)

Service Level 
Management (SVLM)

Service Asset and 
Configuration 

Management (SACM)

Business Relationship 
Management (BRSM)

1.0
Define Service

2.0
Understand Service 

Catalog 
Requirements

3.0
Design Service 

Catalog Structure

4.0
Collect Service 

Details

5.0
Populate Service 

Catalog

6.0
Validate and 

Approve

7.0
Communicate 

Service Catalog

8.0
Maintain Service 

Catalog

Service Portfolio 
Management (SVPM)

Demand Management 
(DMDM)

Change Management 
(CHGM)

Capacity Management 
(CAPM)

Service Level 
Management (SVLM)

Service Asset and 
Configuration 

Management (SACM)

Business Relationship 
Management (BRSM)

Supplier Management 
(SUPM)

Continual Service 
Improvement (CSI)

Incident Management 
(INCM)

Service Catalog 
Management (SVCM)

Business Relationship 
Management (BRSM)

Supplier Management 
(SUPM)

Continual Service 
Improvement (CSI)

Incident Management 
(INCM)

Service Catalog 
Management (SVCM)

Business Relationship 
Management (BRSM)

– 4.1.3.3 Outputs –

Service Levels Credits 
and Earnback

1.0
Planning and 
Preparation

2.0
Establishing 
Agreements

3.0
Monitoring Service 
Level Performance

4.0
Protecting Service 

Level Reports

5.0
Manage Service 

Improvement Plans

6.0
Managing Service 

Levels

7.0
Annual CIS Adjusting 

Meeting

– 4.1.3.4 Outputs –

Capacity Management 
(CAPM)

Service Level 
Management (SVLM)

Incident Management 
(INCM)

Problem Management 
(PRBM)

Change Management 
(CHGM)

Access Management 
(ACCM)

Information Security 
Management (SECM)

IT Service Continuity 
Management (ITSCM)

Capacity Management 
(CAPM)

Service Level 
Management (SVLM)

Incident Management 
(INCM)

Problem Management 
(PRBM)

Change Management 
(CHGM)

Access Management 
(ACCM)

Information Security 
Management (SECM)

IT Service Continuity 
Management (ITSCM)1.0

Reactive Activities

2.0
Proactive Activities

3.0
Availability Meets 

SLA

– 4.1.2.2 Inputs – – 4.1.3.5 Inputs –

Capacity Management 
(CAPM)

Availability 
Management (AVLM)

Service Level 
Management (SVLM)

Incident Management 
(INCM)

Problem Management 
(PRBM)

Information Security 
Management (SECM)

Access Management 
(ACCM)

Service Asset and 
Configuration 

Management (SACM)

Change Management 
(CHGM)

Capacity Management 
(CAPM)

Availability 
Management (AVLM)

Service Level 
Management (SVLM)

Incident Management 
(INCM)

Problem Management 
(PRBM)

Information Security 
Management (SECM)

Access Management 
(ACCM)

Service Asset and 
Configuration 

Management (SACM)

Change Management 
(CHGM)

– 4.1.3.5 Outputs –

1.0
Initiation

2.0
Requirements and 

Strategy

3.0
Implementation

4.0
On-going Operations

5.0
Invocation

– 4.1.3.6 Inputs –

Continual Service 
Improvement (CSI)

Availability 
Management (AVLM)

IT Service Continuity 
Management (ITSCM)

IT Financial 
Management (ITFM)

Problem Management 
(PRBM)

Service Level 
Management (SVLM)

Change Management 
(CHGM)

Continual Service 
Improvement (CSI)

Availability 
Management (AVLM)

IT Service Continuity 
Management (ITSCM)

IT Financial 
Management (ITFM)

Problem Management 
(PRBM)

Service Level 
Management (SVLM)

Change Management 
(CHGM)

– 4.1.3.6 Outputs –

1.0
Business Capacity 

Understood

2.0
Service Capacity 

Identified

3.0
Component Capacity 

Defined

– 4.1.3.7 Inputs –

Supplier Management 
(SUPM)

Availability 
Management (AVLM)

Service Asset and 
Configuration 

Management (SACM)

Capacity Management 
(CAPM)

IT Service Continuity 
Management (ITSCM)

VITA

IT Financial 
Management (ITFM)

Incident Management 
(INCM)

Problem Management 
(PRBM)

Change Management 
(CHGM)

Legal Issues
HR Issues

Access Management 
(ACCM)

Service Level 
Management (SVLM)

– 4.1.3.8 Inputs –

1.0
Information Security 

Policy Production

2.0
Security Policy 

Implementation

3.0
Assessment and 
Classification of 
Information and 

Documents

4.0
Review and Improve 

Security Controls

5.0
Manage Security 

Incidents

6.0
Analysis, Reporting, 

and Reduction of the 
Volume and Impact 
of Security Incidents

7.0
Perform Security 

Review and Audits

VITA Security 
Investigations

SOC Security Incidents

SECM Processes

SACM Reconcile Actual 
Scan vs CMDB

Access Management 
(ACCM)

Service Design

Solution Design 
Management (SODM)

Service Asset and 
Configuration 

Management (SACM)

Change Management 
(CHGM)

Event Management 
(EVTM)

Incident Management 
(INCM)

IT Service Continuity 
Management (ITSCM)

– 4.1.3.9 Inputs –

1.0
Risk Identification

2.0
Risk Assessment

3.0
Risk Prevention and 

Mitigation

4.0
Risk Monitoring

5.0
Risk Reporting

6.0
Risk Lifecycle 
Management

7.0
Service Lifecycle Risk 

Management

– 4.1.3.9 Outputs –

– 4.1.1 Inputs – – 4.1.3.9 Inputs – 

– 4.1.2.2 Inputs – – 4.1.4 Inputs – SMM 4.1.4.1
Change 

Management 
(CHGM)

SMM 4.1.4.2
Change Evaluation 

(CVAL)

SMM 4.1.4.3
Release and 
Deployment 

Management 
(RDPM)

SMM 4.1.4.4
Service Asset and 

Configuration 
Management 

(SACM)

SMM 4.1.4.5
Knowledge 

Management 
(KNGM)

1.0
Create and Record

2.0
Review and Assess

3.0
Schedule and 

Convene ECAB 
(Deployment)

4.0
Schedule and 
Convene TRB

5.0
Authorize Change 
(Build and Test)

6.0
Schedule and 
Convene CAB 
(Deployment)

7.0
Coordinate Change

8.0
Implement Change

9.0
Review and Close

10.0
Manage Change 

Lifecycle

11.0
Schedule and 
Convene PAG

1.0
Create and Record

1.0
Plan Evaluation

2.0
Evaluate Predicted 

Performance

3.0
Evaluate Actual 

performance

4.0
Prepare Final Change 

Evaluation Report

1.0
Release and 
Deployment 

Planning

2.0
Release Build and 

Test

3.0
Service Validation 
and Testing (SVVT)

4.0
Pre-Production Test

5.0
Deployment

6.0
Review and Close

1.0
Management and 

Planning

2.0
Configuration 
Identification

3.0
Configuration 

Control

4.0
Accounting and 

Reporting

5.0
Verification and 

Audit

6.0
Manage 

Configuration 
Lifecycle

1.0
Define Knowledge 

Management 
Strategy

2.0
Knowledge 

Identification 
Capture and 
Maintenance

3.0
Knowledge Transfer

4.0
Establish Service 

Knowledge 
Management 

(KNGM) System

5.0
Manage Data, 

Information, and 
Knowledge

SMM 4.1.5.1
Function:  Service 

Desk

SMM 4.1.5.?
Function:  

Application 
Management

SMM 4.1.5.?
Function:  
Technical 

Management

SMM 4.1.5.?
Function:  IT 
Operations

SMM 4.1.5.2
Primary Process:  

Incident 
Management 

(INCM)

SMM 4.1.5.3
Primary Process:  

Event 
Management 

(EVTM)

SMM 4.1.5.4
Process:  Problem 

Management 
(PRBM)

SMM 4.1.5.5
Primary Process:  

Request 
Management and 
Fulfillment (RQFL)

SMM 4.1.5.6
Process:  Access 

Management 
(ACCM)

1.0
Incident 

Identification

2.0
Incident Logging, 

Categorization, and 
Prioritization

3.0
Initial Investigation 

and Diagnosis

4.0
Functional Escalation

5.0
Hierarchal Escalation

6.0
Investigation and 

Diagnosis

7.0
Resolution and 

Recovery

8.0
Incident Closure

1.0
Event Logging

2.0
Event Analysis

3.0
Event Closure

1.0
Proactive Analysis

2.0
Problem 

Identification

3.0
Recording and 
Classification

4.0
Investigation and 

Diagnosis

5.0
Error Control

6.0
Roblem Resolution

7.0
Problem Closure

1.0
Service Request 

Fulfillment

2.0
Request for Solution

3.0
Review and Analyze

1.0
Customer Access 

Request

2.0
STS Access Request

3.0
Request Fulfillment 
and Management 

(RQFL)

4.0
Audit, 

Recertification, and 
Reconciliation

– 4.1.2.2 Inputs – – 4.1.6 Inputs –
SMM 4.1.6.1

Service Review and 
Reporting

SMM 4.1.6.2
Process Evaluation 

and Currency 
(PREC)

SMM 4.1.6.3
Service 

Measurement

SMM 4.1.6.4
Improvement 

Planning

SMM 4.1.6.5
Technical 

Innovation (TECI)

1.0
Develop Service 

Review Framework

– 4.1.2.2 Inputs – – 4.1.6.1 Inputs –

2.0
Review Services

3.0
Define Reporting

4.0
Delivery Reports

Availability 
Management (AVLM)

Capacity Management 
(CAPM)

Incident Management 
(INCM)

Problem Management 
(PRBM)

Change Management 
(CHGM)

Service Level 
Management (SVLM)

Service Asset and 
Configuration 

Management (SACM)

– 4.1.2.2 Inputs – – 4.1.6.2 Inputs –

All Process Owners

Process Approval 
Group (PAG)

QA Plan

CSI Register

Reports

SMM Library

1.0
Quality Assurance 

Plan

2.0
Establish SMM Audit 

Schedule

3.0
Conduct Audit

4.0
Report Findings

5.0
Create Improvement 

Plan

6.0
Update SMM Artifact

7.0
SME Review

8.0
PAG Review

9.0
Update SMM Library

10.0
Monitor and Manage 

Process

– 4.1.2.2 Inputs – – 4.1.6.3 Inputs –

1.0
Develop Framework

2.0
Define Requirements

3.0
Gather the Data

4.0
Process Service 
Change Needed

– 4.1.2.2 Inputs – – 4.1.6.4 Inputs –

1.0
Identify 

Improvement

2.0
Define Improvement

3.0
Gather Data

4.0
Process Data

5.0
Analyze Data

6.0
Present 

Improvement

7.0
Implement 

Improvement

8.0
Update CSIR

– 4.1.2.2 Inputs – – 4.1.6.5 Inputs –

1.0
Hold service supplier 
improvement forum

2.0
Refine the selected 

proposals

3.0
Produce technical 

innovation plan

4.0
Maintain technical 

innovation plan

Change Evaluation 
(CVAL)

Not in iCenter as of 
Nov-28-2018 check

Not in iCenter as of 
Nov-28-2018 check

Not in iCenter as of 
Nov-28-2018 check

1.0
Data Network

2.0
End User Computing

3.0
Mainframe

4.0
Messaging

5.0
Managed Services 

Security

6.0
Voice Network

7.0
Server / Storage

Change records and authorized changes

Management systems 
reports

Governance 
requirements

Program and project 
schedule

The schedule of change

Feedback from all other 
processes

Enterprise architecture 
changes

Service Charters for new or significantly changed services

Change requests from any stages of the service lifecycle

Corporate, legal and regulatory policies, and reqs

The Configuration Management System (CMS)

The IT strategy and any associated constraints and 
resource limitations

Business impact analysis, providing impact, priority, & 
risk info associated with each svce or changes to svce 

reqs

Org’s business/IT strategy, plans, & financial plans, with 
current and future reqs info

Service (svce) Portfolio including Svce Catalog, and VITA 
& COV agencies’ solution requests reqs, or new/changed 

svcs in terms of svce pkgs & svce options

VITA business info

Customers’ business and 
IT strategies, plans, and 

financial plans

Customer info on current 
and future reqs from the 

service portfolio

Business Impact Analysis

Business reqs:  Service 
portfolio details of any 

agreed, new, or changed 
business reqs

Service portfolio & all 
related data & 

documents

Requests for changes

Other process feedback

Critical Service Levels 
(CSLs)

Key Measurements 
(KMs)

Operational Level 
Measures (OLMs)

Underpinning 
Contracts (UCs)

KSE tech info on topology and relationships btwn 
components and the assessment of new tech capabilities

Service info from the service portfolio and the service 
catalog require AVLM review

Component info on availability, reliability, and 
maintainability reqs for tech components underpinning IT 

service(s)

SVLM engages AVLM if service reviews reveal either SLA 
breaches or a potential breach of an SLA

Receive AVLM-related reqs from VITA and 
COV Agencies’ business strategy, plans, and financial 

plans 

Receive AVLM-related info on current and future reqs, 
including availability reqs for new or enhanced IT services

Previous risk assessment reports identifying an AVLM-
related risk

SVLM engages AVLM if service level targets are not 
within SLAs and SLRs

Business impact info from BIAs and assessment of VBFs 
underpinned by IT services

Unavailability and failure info from incidents and 
problems

Assess all changes for their impact on service availability

Service targets from SLAs, SLRs, OLAs and contracts

IT info from IT strategy, plans, and current budgets

IT service continuity plans and test reports from suppliers 
and partners

Business Continuity Strategy and a set of Business 
Continuity Plans from all business areas

Business Continuity Management and Availability 
Management testing schedules

Capacity Management info identifying resources required 
to run critical services in a continuity event

CMS info on the relationships between the business, the 
services, the supporting services, and technology

Change Management info with a change schedule and 
assessment of all changes for their impact on all ITSCM 

plans

Financial info from financial management for IT services, 
service provision costs, and resources and components 

costs

Service info from the SLM process, with details of service 
portfolio services and the service catalog, and service 

level targets within SLAs and SLRs

Business info derived from business strategy, plans and 
financial plans, and info on current and future reqs

CMDB - Containing information from the  IT operations 
team, with schedules of all work that needs to be run and 

info on dependencies between different services and 
info, and the interdependencies within a service.

CMDB - Containing info on relationships between the 
business, the services, the supporting services, and 

technology Workload info

Performance info derived from the CMDB on current 
performance of all existing services, and IT infrastructure 

components

Financial Management info (IT Services, cost of service 
provisioning, cost of resources, components, and 

upgrades, the resultant business benefit, and financial 
plans and budgets, together with costs associated with 

service and component failure. 

Service info derived from SLM with details of service 
portfolio services, the service catalog, and service level 

targets within SLAs and SLRs, and possibly from SLA 
monitoring, service reviews, and SLA breaches

Service performance issue info derived from Incident and 
Problem Management identifying incidents and problems 

relating to poor performance

Business info derived from business strategy, plans and 
financial plans, and info on current and future reqs

Component performance and capacity info from 
manufacturers and suppliers on both existing and new 

technology 

Change info derived from Change Management with a 
change schedule, and a need to assess all changes for 

their impact on the capacity of the technology

Service and IT info from IT strategy, plans, and current 
budgets

Guidelines, policies, security plans, security audit 
findings, risk assessments, other security assessments, 

and responses

Change Management process information and scheduled 
changes

Configuration Management and system relationship data

Identity and Access Management data

Security events, incidents, and breaches

IT Plans, strategies, and compliance requirements

Business Process Reqs Mapped to all Assets Required for 
Full Functioning Provided by all Agencies and Towers

Progress Reports Provided by all Agencies and Towers

Risk Assessments Provided by all Agencies and Towers

Audit Reports Provided by all Agencies and Towers

Scans   ( Nessus Security Center, Acunetix, & MSS )

Threat Intel   ( Dell SecureWorks and MSS )

HIDS / NIDS   ( MSS Automated Detection )

SIEM / Splunk Events (MSS)

IT Service Continuity Plan

VCCC Reported Incidents

Requests for Change

Project Plans

Documentation and Service 
catalog should contain details and 
current status of every live service 

provided, or service being 
transitioned into the live 

environment, together with 
interfaces and dependencies

Improved Quality and 
Consistency of Service

Improved Effectiveness 
of Service 

Management and IT 
Processes

Ease the 
Implementation of 
New or Changed 

Services

Reduced Total Costs of 
Ownership (TCO)

Improved Service 
Alignment

A comprehensive and 
consistent set of 

Solutions and SDPs

Revised or new 
enterprise architecture 

documents 

Revised management 
systems 

Revised measurement 
and metrics methods 

Revised processes

Service portfolio 
updates

Updates to change 
records. Details and current status updates 

for every live service Integrated 
Suppliers provide to COV including 
those being transitioned into the 

live environment

Service portfolio updates 
containing current status of all 

services & reqs for services

Documentation and agreement on 
a ‘definition of service’

Updates to RFCs

Regularly scheduled 

service review 

meetings 

Earnback and Service 
Level Credits metrics.

Thorough Service Level 
Reports

Service Improvement 
Plan

Definitions of monitoring, management and reporting 
requirements for IT services and components

Details of proactive availability techniques and measures 
that will be deployed

Component availability, reliability and maintainability 
reports 

Service availability, reliability and maintainability reports

Proposed service targets for new or changed services

Contributions for the Project Service Outage (PSO)

Improvement actions for inclusion within the SIP

Revised risk assessment reviews and reports 

Availability Management test schedule

Availability and recovery design criteria

The Availability Plan

Risk assessment and management 
reviews and reports, along with 

business, availability management 
and SECM

Set of ITSCM plans, (crisis 
management, emergency 

response, disaster recovery) 
including a set of supporting plans 

and contracts with recovery 
service providers

BIA exercises and reports, along 
with BCM and the business

ITSCM test reports and reviews.

An ITSCM testing schedule

Revised ITSCM strategy

Revised ITSCM policy

ITSCM test scenarios

Capacity Plan 
containing info on the 

current service and 
components usage and 
plans for development 
of IT capacity to meet 

growth needs

CMDB holding info 
needed by all sub-

processes within CAPM

Improvement actions 
for inclusion in a SIP

Ad hoc capacity and 
performance reports 

Service performance 
info and reports

Forecasts and 
predictive reports

Workload analysis and 
reports 

– 4.1.3.8 Outputs –

VITA Security 
Investigations

SOC Security Incidents

SECM Processes

SACM Reconcile Actual 
Scan vs CMDB

Access Management 
(ACCM)

Service Design

Solution Design 
Management (SODM)

Service Asset and 
Configuration 

Management (SACM)

Change Management 
(CHGM)

Event Management 
(EVTM)

Incident Management 
(INCM)

IT Service Continuity 
Management (ITSCM)

Configuration Dependencies Mapped to Assets

SNOW Incident and Event Data and Artifacts

Incident and Event Forensic and RCA Data

Business Processes Mapped to Assets

Cybersecurity Governance Forum

Investigation Forensic Data

SIEM / Splunk Events (MSS)

Weaknesses / POAMs

SECM System (SMS)

CMDB Inventories

– 4.1.3.7 Outputs –

Supplier Management 
(SUPM)

Availability 
Management (AVLM)

Service Asset and 
Configuration 

Management (SACM)

Capacity Management 
(CAPM)

IT Service Continuity 
Management (ITSCM)

VITA

IT Financial 
Management (ITFM)

Incident Management 
(INCM)

Problem Management 
(PRBM)

Change Management 
(CHGM)

Legal Issues
HR Issues

Access Management 
(ACCM)

Service Level 
Management (SVLM)

Policies, processes & procedures for managing STS and 
their access to services and info

Security controls, operational data, and associated risk 
info

Reports of security breaches and major incidents

Security classification details for info systems

SECM info systems to process and contain data

Security audits, audit reports, and audit responses

Security test schedules, plans, and reports

SECM policy

Enterprise goals

Supplier collaboration

Agency goals

Demand attributes 
from the Demand 

module in KSE (4.1.1.2)

Architecture team 
solution details

Requests classified as 
projects

Project attributes

Communications 
Management (COMM)

Change Management 
(CHGM)

Business Relationship 
Management (BRSM)

Risk Management 
(RSKM)

Demand Management 
(DMDM)

IT Financial 
Management (ITFM)

Continual Service 
Improvement (CSI)

– 4.1.1.1 Outputs – 

Closed projects

Reports within SMS 
tool

Deliverables

Project artifacts

– 2.0 Outputs – – 4.1.1 Outputs – 

Document updated 
reflecting organizations 
associated with master 
agreements between 
ITISP providers and 

VITA

Operational 
governance forums

Operational 
governance model

Relational governance 
forums

Relational governance 
model

Ensure delivery of 
services that are 

cyclical MSI projects in 
support of customer 
agency operations

Provide oversight for 
supplier execution 
against service and 

operating level 
agreements

Ensure delivery of 
services not directly 
represented in the 

service catalog

Updated suite of MSI 
services functioning 
across all supplier 

towers

STS compliance to VITA 
processing 

requirements

Adjusts service supply 
to meet forecasted 

demand

Oversight for STS and 
MSI activities

Payments managed 
end-to-end

Billing managed end-
to-end

Communications 
Management (COMM)

Change Management 
(CHGM)

Business Relationship 
Management (BRSM)

Risk Management 
(RSKM)

Demand Management 
(DMDM)

IT Financial 
Management (ITFM)

Continual Service 
Improvement (CSI)

– 4.1.1.1 Inputs – 

Demand attributes 
from the Demand 

module in KSE (4.1.1.2)

Architecture team 
solution details

Requests classified as 
projects

Project attributes

Service Management 
Plan

Request for Change 
(RFC)

Service portfolio

Governor of Virginia 
executive orders

Authorized Users Input
 (CAMs, BRMs, VITA Service 

Owners, Demand Manager)

VITA Service Strategy

Business process 
changes

Demand management 
survey

Idea request

BRM / CAMs

Supplier Management 
(SUPM)

Service Portfolio 
Management (SVPM)

– 4.1.1.4 Outputs – 

Program artifacts

– 4.1.2.5 Outputs – – 4.1.1.2 Outputs – 

Deliverables

Capacity Management 
(CAPM)

Availability 
Management (AVLM)

– 4.1.3.9 Outputs – 

Approved demand 
records that become 

project records

Approved demand 
records that become 

enhanced records

Deferred demand 
records stored for later 
use and/or data mining 

use

Demand management 
survey results

Patterns of business 
activity (PBAs)

User profiles (UPs)

UP PBA Matrices

Updates for capacity 
plan

Projects executed by 
MSI, STS, and 3rd party 
vendors managed via 

KSE efficiently and 
effectively

KSE tabs used to 
output documents to 

support service 
operations as defined 

in knowledge 
management

Reports within SMS 
tool

Collaboration oversight 
involving STS incidents

Engagement with STS 
PMs and VITA supplier 

relationship 
management on SLA/

OLA adherence

Attend monthly service 
tower meeting with 

each STS

– Most Common Inputs between 4.1 SMM’s –

Commonwealth agency 
business outcomes

Environment aspects 
research by specialized 

organizations

Technology Vendor 
strategies

Technology Vendor 
product roadmaps

Customer interviews

Service Portfolio

Service Reporting

Audit Reports

Continual Service 
Improvement (CSI)

Ideas entered into 
Keystone Edge

Annual technology 
planning event 

feedback

Continual Service 
Improvement (CSI) 

registry submissions

VITA project portfolio, 
CTP, and RTIP reports

COV agency budget 
forecasts

Technology vendor 
forecasts

Prioritized COV and 
agency initiatives

MSI / STS new service 
proposals

COV agency budgets

Forums feedback

Plans for change, 
transition, release, 

test, evaluation, and 
remediation

Evaluation reports and 
interim evaluation 

reports

Evaluation criteria – 
Post Implementation 

Review (PIR)

VITA Architectural 
Review (VAR) input/

decisions

Supplier Management 
(SUPM)

Capacity Management 
(CAPM)

Availability 
Management (AVLM)

Authorized Users Input
 (CAMs, BRMs, VITA Service 

Owners, Demand Manager)

Governor of Virginia 
executive orders

Demand management 
survey

Business process 
changes

Request for Change 
(RFC)

Service Management 
Plan

VITA Service Strategy

Idea request

Service portfolio

Service Portfolio 
Management (SVPM)

IT Service Continuity 
Management (ITSCM)

Capacity Management 
(CAPM)

Availability 
Management (AVLM)

Demand Management 
(DMDM)

New/Existing customer 
needs/requirements

Existing services 
customer complaints

– 4.1.2.1 Outputs – 

Service Design

IT Financial 
Management (ITFM)

Commonwealth / 
Agency / IT Strategic 

Plans

Service Transition

Service Portfolio 
Management (SVPM)

Capacity Management 
(CAPM)

Availability 
Management (AVLM)

– 4.1.2.2 Outputs – – 4.1.2.4 Outputs – 

Supplier Management 
(SUPM)

Demand Management 
(DMDM)

Request Fulfillment 
and Management 

(RQFL)

Service Catalog 
Management (SVCM)

– 4.1.2.5 Outputs – – 4.1.2.6 Outputs – 

MSI Project 
Management

Customer Information 
Process

Complaint 
Management

Customer Experience 
Management

Budget Process

Service Design

IT Service Continuity 
Management (ITSCM)

Information Security 
Management (SECM)

Service Asset and 
Configuration 

Management (SACM)

IT Financial 
Management (ITFM)

Service Level 
Management (SVLM)

Service Validation and 
Testing (SVVT)

Change Management 
(CHGM)

ITIL Service Operations 
Processes

Continual Service 
Improvement (CSI)

Strategy Management 
(SMIS)

Business Relationship 
Management (BRSM)

Knowledge 
Management (KNGM)

BRM / CAMs

Service Portfolio 
Management (SVPM)

– 4.1.2 Outputs – 

VITA maintaing service 
level capacities that 

meet customer 
demands is confirmed

Services Design, 
Transition, Operation, 

and Improvement 
Policies

IT Strategy Review 
Schedules and 

Documentation

Tactical Plans for IT 
Strategy Execution

Mission and Vision 
Statements

Plan Execution Policies

Service Portfolio 
Management (SVPM)

Technical Currency and 
Refresh Plan

Prioritized and 
Sequenced Projects

Technical Evolutions 
Report

Technical Advances 
Report

Service Efficiencies 
Report

Technology Plan

Investments made in 
Services in the Service 

Portfolio Reports

Up-to-date Service 
Portfolio

New/Changed Services 
Status Reports

VITA Approved Service 
Charters

Supplier Management 
(SUPM)

Capacity Management 
(CAPM)

Availability 
Management (AVLM)

Deferred demand 
records stored for later 
use and/or data mining 

use

Approved demand 
records that become 

enhanced records

Approved demand 
records that become 

project records

Demand management 
survey results

Patterns of business 
activity (PBAs)

Updates for capacity 
plan

User profiles (UPs)

UP PBA Matrices

Service Portfolio 
Management (SVPM)

IT Service Continuity 
Management (ITSCM)

Capacity Management 
(CAPM)

Availability 
Management (AVLM)

Demand Management 
(DMDM)

Inclusion of service in 
customer satisfaction 

survey

New/Changed service 
request

VITA understanding of 
agency business 

requirements 
deepened

Best mix of services 
provided balancing 

COV’s IT investments 
with needs of agencies 

and citizens

Funding secured to 
design, develop, and 

deliver services 
meeting VITA and 

customer strategies

VITA and COV agency 
roadmap updates

Current process gap 
analysis identifying 
future planning and 

innovation 
enhancements

Refined service 
strategy approach 

across COV, its 
agencies, and VITA

Service Portfolio ROI 
Reports

Strategic Risks 
Identified

Change Proposals

Continual Service 
Improvement (CSI)

Solution Design 
Management (SODM)

New/Changed service 
availability schedule

Customer service 
portfolio

Service Management 
Training

Proper Staffing and 
Retention

Business Leadership 
Support

Validity of Key 
Measurements and 
Reporting Capability 

for Process 
Maintenance and 

Management

Keystone Edge (KSE)

Process Champions

Various Tools

Service Asset and 
Configuration 

Management (SACM)

Business Program 
Management

Project Management

Business Project 
Management

Test results, test report 
and evaluation report

As planned 
configuration baseline

Standard Change 
Template

Current assets or 
configuration items

Change Proposal
Policy and strategy for 

change

Current Change 
Schedule

Request for Change 
(RFC)

Change Management 
(CHGM)

Continual Service 
Improvement (CSI)

– 4.1.4.2 Inputs –

Transition Planning 
and Control

Risk Management 
(RSKM)

Service Validation and 
Testing (SVVT)

Service Level 
Management (SVLM)

Business Relationship 
Management (BRSM)

Interaction and 
decision from Service 

Portfolio Lifecycle 
Management

Risk Management 
Process

Service Design Package 
(SDP) – Including 

Service Charter and 
SAC

Request for Change 
(RFC) Change Record

Service Design 
Coordination

Discussion with 
Stakeholder(s)

Test Results and 
Report

Service Acceptance 
Criteria (SAC)

Detailed Change 
Documentation

Change Proposal Release Plan

Test Plan

Service Validation and 
Testing (SVVT)

Continual Service 
Improvement (CSI)

Change Management 
(CHGM)

– 4.1.4.3 Inputs –

Service Validation and 
Testing (SVVT)

Transition Planning 
and Support

Environment 
requirements and 

specifications for build, 
test, release, training, 
disaster recovery, pilot 

and deployment

Release and 
Deployment models 
including template 

plans

Exit and entry criteria 
for each stage of 

Release and 
Deployment 

Management

Acquired service assets 
and components and 
their documentation

Service Design 
Coordination

Technology and 
procurement standards 

and catalogs

Service Management 
and Operations Plans 

and Standards

Release policy and 
release design from 

service design

Service Continuity Plan 
and related Business 

Continuity Plan

Service Design Package 
(SDP) Build models and plans

Authorized Change

Service Asset and 
Configuration 

Management (SACM)

Change Management 
(CHGM)

IT Service Continuity 
Management (ITSCM)

– 4.1.4.4 Inputs –

Service Tower 
Suppliers (STS)

Information Security 
Management (SECM)

Assurance from 
Release Management 
of product readiness 

and supportability

Forward Schedule of 
Change (FSC) (including 

Releases)

Data from Info SECM 
scans performed 

against CIs

Data from STS to be 
normalized and 

integrated into CMS

Update notification 
from Service Desk 

(Verification)

Request for Change 
(RFC)

Updates from Change 
Management

Capacity Management 
(CAPM)

Problem Management 
(PRBM)

Service Level 
Management (SVLM)

Demand Management 
(DMDM)

IT Financial 
Management (ITFM)

Incident Management 
(INCM)

Release and 
Deployment 

Management (RDPM)

Service Validation and 
Testing (SVVT)

Change Management 
(CHGM)

– 4.1.2.4 Inputs –

IT Service Continuity 
Management (ITSCM)

Information Security 
Management (SECM)

COV agency requests, 
suggestions, and/or 

complaints

Financial Reports

VITA approved services 
directives

Service Improvement 
Opportunities

Continual Service 
Improvement (CSI)

Financial Management 
(FMIS)

Strategy Management 
(SMIS)

Service Level 
Management (SVLM)

Business Relationship 
Management (BRSM)

Capacity Management 
(CAPM)

Service Asset and 
Configuration 

Management (SACM)

Service Design 
Components

ITIL Service Operations 
Processes

Availability 
Management (AVLM)

Knowledge 
Management (KNGM)

Supplier Management 
(SUPM)

Demand Management 
(DMDM)

Service Catalog 
Management (SVCM)

– 4.1.4.5 Inputs –

Service Tower 
Suppliers (STS)

Knowledge, info and 
data used by all 

stakeholders

Knowledge from 
Service Desk 

Knowledge Transfer 
Plan

CMS audit reports

Knowledge from STSs

ITSM Procedures

Service Desk

All ITSM Processes

VITA

Agency IT Users

End Users

Service Portfolio 
Management (SVPM)

Service Level 
Management (SVLM)

– 4.1.4.1 Outputs –

Capacity Management 
(CAPM)

Problem Management 
(PRBM)

Service Tower 
Suppliers (STS)

Information Security 
Management (SECM)

IT Service Continuity 
Management (ITSCM)

Release and 
Deployment 

Management (RDPM)

Demand Management
(DMDM)

– 4.1.2.2 Inputs – – 4.1.4 Outputs –

Change to the services, 
service or 

infrastructure resulting 
from authorized 

changes

New changed or 
disposed configuration 

items

Authorized Changes 
that are logged into 

Keystone Edge

Established Standard 
Change (Pre-approved)

Service Asset and 
Configuration 

Management (SACM)

Business Program 
Management

Project Management

Business Project 
Management

Change documents and 
records Change decisions and 

actions

Change Management 
Reports Updated change 

schedule

Disposition of RFC

Continual Service 
Improvement (CSI)

Change Management 
(CHGM)

– 4.1.4.3 Outputs –

Service Validation and 
Testing (SVVT)

Transition Planning 
and Support

Complete/accurate 
configuration item list:
1) With audit trail for 

CIs in the Release 
Package

2) New or changed 
service and 

infrastructure 
configurations

Updated Service 
Capacity Plan aligned 
to relevant business 

plans

Notification to Service 
Catalog Management 
(SVCM) to update the 
Service Catalog with 

relevant new or 
changed service info

New or changed 
Service Management 

documentation

Service Design 
Coordination

New tested service 
capability and 
environment Updates to Change 

Management for 
RDPM activities

Release and 
Deployment Metrics 

Report Service Validation and 
Testing (SVVT)
Metrics Report

New, changed, or 
retired services

Release and 
Deployment Plan

Service notification

Service Asset and 
Configuration 

Management (SACM)

Change Management 
(CHGM)

IT Service Continuity 
Management (ITSCM)

– 4.1.4.4 Outputs –

Service Tower 
Suppliers (STS)

Information Security 
Management (SECM)

Reports and 
verification of info 

pertaining to 
integrated data

Accurate and detailed 
info pertaining to 

flagged CIs

New and updated 
configuration records

CI attribute and 
relationship Info

Capacity Management 
(CAPM)

Problem Management 
(PRBM)

Service Level 
Management (SVLM)

Demand Management 
(DMDM)

IT Financial 
Management (ITFM)

Incident Management 
(INCM)

Release and 
Deployment 

Management (RDPM)

– 4.1.4.5 Outputs –

Service Tower 
Suppliers (STS)

Knowledge 
Management Audit 

Reports

Creation of knowledge 
base content 

Procedures and 
Controls

Data and Info 
Requirements

Knowledge Transfer 
Plan

KM Strategy

Service Desk

All ITSM Processes

VITA

Agency IT Users

End Users

Risk Management 
(RSKM)

Change Management 
(CHGM)

Service Validation and 
Testing (SVVT)

Continual Service 
Improvement (CSI)

Service Level 
Management (SVLM)

– 4.1.4.2 Outputs –

Service Design 
Coordination

Interim Change 
Evaluation Report(s) 

for Change 
Management

Final Change 
Evaluation Report for 
Change Management

Business Relationship 
Management (BRSM)

Transition Planning 
and Control

Readiness Checklist

Post Deployment FAQ 
Report

Baselined Release 
Package

Service Transition 
Report

Pre-Production 
Validation Report

New or changed 
service reports

Tested continuity plans

Knowledge 
Management (KNGM)

Change Management 
(CHGM)

Change Management 
(CHGM)

– 4.1.5.1 Inputs –

Service Asset and 
Configuration 

Management (SACM)

Incident Management 
(INCM)

Problem Management 
(PRBM)

Information Security 
Management (SECM)

Request Fulfillment 
and Management 

(RQFL)

Incident ticket issue requiring a 
CSA

Service Level 
Management (SVLM)

Access Management 
(ACCM)

Operational and service level 
objectives

Notification an outage is identified 
as resolved

Request for password reset

A VIP, CAM or other requestor 
contacts the Service Desk to 

request a contact be added to or 
removed from the VIP list

Agreement with user, alternate 
contact, or other affected party 

that the outage is resolved    

Incident Management Outputs 
(Incident Records, initial findings 

reports, etc.)

VITA request for performance 
metrics, call logs or Incident/

Request specifics

Phone Calls, Emails, and Web 
Entry Sessions received by the 

Service Desk
Communication and feedback 

about incidents and their 
symptoms

Customer’s comment received in 
the Closed Loop Survey database Communication and feedback 

about Service Requests

Service desk call received via an 
identified TRS Operator Customer feedback on quality of 

incident management practices

VITA Account Request Form, 
Microsoft Outlook Info regarding known errors and 

their workarounds

Customer feedback on success of 
incident resolution activities

Communication of events 
triggered by event management

Feedback received on the 
Knowledge base document

KB articles, Impact and Urgency, 
previously viewed tickets

Contact to Service DeskSuspended Service Desk tickets

Contact to authorized approver Request for account unlock

CI’s and their status info

– 4.1.5.2 Inputs –

Service Level 
Management (SVLM)

Change Management 
(CHGM)

Problem Management 
(PRBM)

Information Security 
Management (SECM)

IT Service Continuity 
Management (ITSCM)

Capacity Management 
(CAPM)

Criteria for Prioritizing 
and Escalating 

Incidents

Event Management 
(EVTM)

Availability 
Management (AVLM)

Service Level 
Management (SVLM)

Service Asset and 
Configuration 

Management (SACM)

Communication and 
feedback about RFC’s

Configuration 
Management System 

(CMS)

Operation Level 
Management

Known Error Database 
(KEDB)

Incident (Occurrence)

Customer Feedback

– 4.1.5.3 Inputs –

Capacity Management 
(CAPM)

Incident Management 
(INCM)

Problem Management 
(PRBM)

Information Security 
Management (SECM)

Access Management 
(ACCM)

Service Level 
Management (SVLM)

Roles and 
responsibilities for 

recognizing events and 
communicating

Availability 
Management (AVLM)

Change Management 
(CHGM)

Service Asset and 
Configuration 

Management (SACM)

Standard Operating 
Procedures 

Event triggers, 
thresholds, and limits 

defined (STS)

Service Level 
Agreement (SLA)

Operating Level 
Agreement

Event (Occurrence)

Event Management 
Policy

Alarms Alerts 
Thresholds

Information Security 
Management (SECM)

IT Service Continuity 
Management (ITSCM)

– 4.1.5.4 Inputs –

Incident Management 
(INCM)

Business Relationship 
Management (BRSM)

Capacity Management 
(CAPM)

Continual Service 
Improvement (CSI)

Incident Records and 
Reports

Operation and Service 
Level Agreements

Known Error Records

Change Management 
(CHGM)

Service Level 
Management (SVLM)

Availability 
Management (AVLM)

Service Asset and 
Configuration 

Management (SACM)

Release and 
Deployment 

Management (RDPM)

Supplier Feedback

Customer Feedback

Incident Trend Analysis

CMS CIs

Event

Problem Management 
(PRBM)

Incident Management 
(INCM)

– 4.1.5.5 Inputs –

Financial Management 
(ITFM)

Service Catalog 
Management (SVCM)

Information Security 
Management (SECM)

Change Management 
(CHGM)

Various Request 
methods via agreed 

upon tool

Request For Change 
(RFC)

Request for 
Information

Solution Design 
Management (SODM)

Knowledge 
Management (KNGM)

Access Management 
(ACCM)

Authorization Forms

Program / Project 
Management Office 

(PMO)

Release and 
Deployment 

Management (RDPM)

Continual Service 
Improvement (CSI)

Service Portfolio 
Management (SVPM)

Service/Solution 
Request

– 4.1.5.6 Inputs –

Type and details of 
request (add, remove, 

change)

STS ISO or AAO

Account 
Administration

Authorized Approvers

Requestor

User

Change Management 
(CHGM)

– 4.1.5.1 Outputs –

Service Asset and 
Configuration 

Management (SACM)

Incident Management 
(INCM)

Problem Management 
(PRBM)

Information Security 
Management (SECM)

Request Fulfillment 
and Management 

(RQFL)

Service Level 
Management (SVLM)

Access Management 
(ACCM)

Investigation and resolution of 
any dissatisfied survey responses 

and/or any opportunities for 
improving customer satisfaction

– 4.1.5.3 Outputs –

Capacity Management 
(CAPM)

Incident Management 
(INCM)

Problem Management 
(PRBM)

Information Security 
Management (SECM)

Access Management 
(ACCM)

Service Level 
Management (SVLM)

Availability 
Management (AVLM)

Change Management 
(CHGM)

Service Asset and 
Configuration 

Management (SACM)

Event Communications 
and Escalation

Incident, Problem, or 
Request for Change 

(RFC)

Management Reports

Information Security 
Management (SECM)

IT Service Continuity 
Management (ITSCM)

– 4.1.5.4 Outputs –

Incident Management 
(INCM)

Business Relationship 
Management (BRSM)

Capacity Management 
(CAPM)

Continual Service 
Improvement (CSI)

Resolved Problems and 
Resolution Actions

Known Error Database 
KEDB

Workaround Solutions

Change Management 
(CHGM)

Service Level 
Management (SVLM)

Availability 
Management (AVLM)

Service Asset and 
Configuration 

Management (SACM)

Release and 
Deployment 

Management (RDPM)

Permanent Solutions

Known Error

PIR Report

– 4.1.5.6 Outputs –

STS ISO or AAO

Account 
Administration

Authorized Approvers

Requestor

User

– 4.1.5 Outputs –

VITA is maintaining 
service level capacities 

that provide 
operational results and 

data is confirmed

VITA understanding of 
agency business 
requirements is 

deepened

Enhanced service 
operations approach 

across COV, its 
agencies, and VITA 
institutionalized.

Identification of 
enhancements for 

future planning and 
innovation

Secure necessary 
funding to design, 

develop, and deliver 
services

Operational activities 
defined and achieved 

their purpose

Continual 
improvement roadmap 

updates

Ensure best mix of 
services is provided

Communications about incident 
resolution history and detail to 

assist with identification of overall 
service quality

Password reset end user verifies 
ability to log on to affected 
system, and ticket closed or 
assigned to the responsible 

support team

Submit for VITA approval then 
update existing, or publish new 

FAQs or Self-help Knowledge 
Article to Service Catalog/Portal

Feedback on level and quality of 
monitoring technologies, and 
event management activities 

Resolved incident, correctly 
categorized and Parent/Child 

assigned

A contact record is updated in 
ITSM Tool Suite to reflect VIP 

status.

CAM notifies requestor of 
approval or denial of a request

Notification of outages to 
stakeholders and support staff

Identification of CIs associated 
with or impacted by incidents

Updated classification of incidents

Updated Daily Outage Report

COV Accounts, COV Credentials
Ticket updated and resolved

Problem record root cause 
analysis

Updated incident management 
records

Authorization email to Service 
Desk

Satisfaction feedback from 
incident customers

Resolutions documented in KSE 
ITSM Tool Suite

Available upon request – recorded 
call records

Receive Incident, or Service 
Request Procedure initiated

Updates & additions to knowledge 
base content published

Feedback on incidents related to 
changes & releases

– 4.1.5.2 Outputs –

Level and Quality of 
Monitoring 

technologies and Event 
Management feedback

Service Level 
Management (SVLM)

Change Management 
(CHGM)

Problem Management 
(PRBM)

Information Security 
Management (SECM)

IT Service Continuity 
Management (ITSCM) Capacity Management 

(CAPM)

Availability 
Management (AVLM)

Service Asset and 
Configuration 

Management (SACM)

Identify CIs associated 
with or impacted by 

incidents

Resolved Incidents and 
Resolution Actions

Timely, accurate and 
broad communications  

Temporary Solution / 
Workaround

Major Incident Review 
Report

Critical Incident Review 
Report

Major Incident Review 
Analysis

Request for Change 
(RFC)

Critical Incident 
Analysis

Major Incident Analysis 

Satisfaction Feedback
Performance Reports

Problem Record
Incident Log/Database

Event Log

Event Response

Problem Management 
reports

– 4.1.5.5 Ouputs –

Change Management 
(CHGM)

Problem Management 
(PRBM)

Information Security 
Management (SECM)

Closed or cancelled 
service / solution 

request

Updates to ITFM tool

Financial Management 
(ITFM)

Service Portfolio 
Management (SVPM)

Service Catalog 
Management (SVCM)

Knowledge 
Management (KNGM)

Access Management 
(ACCM)

Solution Design 
Management (SODM)

Incident Management 
(INCM)

Continual Service 
Improvement (CSI)

Program / Project 
Management Office 

(PMO)

Release and 
Deployment 

Management (RDPM)

Performance ReportsUpdates to CMDB

Request for estimate

Updated request 
records

Request fulfillment 
status report

Routing of request to 
appropriate group

Fulfilled service / 
solution request

Authorized or rejected 
service / solution 

request

Service request log / 
database

Notification of add, 
change, or removal

Access instruction

Access log

Service Dashboards

Service Scorecards

System Data

KPI’s

Problem Management 
(PRBM)

Change Management 
(CHGM)

Process Performance 
Reports

New requirements

SMM currency report

Change Record

User enhancement 
recommendation

User process 
recommendation

CSI Register 
Improvement 
Opportunity

Capacity Management 
(CAPM)

Incident Management 
(INCM)

Problem Management 
(PRBM)

Change Management 
(CHGM)

Service Level 
Management (SVLM)

Service Asset and 
Configuration 

Management (SACM)

Availability 
Management (AVLM)

Service Dashboards

Service Scorecards

SWOT Analysis

Gap analysis

Capacity Management 
(CAPM)

Service Level 
Management (SVLM)

Problem Management 
(PRBM)

Information Security 
Management (SECM)

Incident Management 
(INCM)

IT Financial 
Management (ITFM)

Change Management 
(CHGM)

Project  Management

Service / operating 
levels

New technology 
drivers

Root cause analysis

Requested 
improvements

New requirements

Service catalog

Trend analysis

Gap analysis

Service Portfolio 
Management (SVPM)

Demand Management 
(DMDM)

Service Measurement

Technical Planning

Service Strategy

CSI opportunities 
assicated with ideas, 
SIP, and CSI activities

Other analyses and 
pririties as directed by 

VITA

Forecasts from service 
portfolio management

Demand management 
forecasts

VIP’s strategic 
innovation

Service measurement 
reports

Quality assurance 
reports

The security plan

Service strategy

– 4.1.6 Outputs – – 4.1.6.1 Outputs –

Availability 
Management (AVLM)

Capacity Management 
(CAPM)

Incident Management 
(INCM)

Problem Management 
(PRBM)

Change Management 
(CHGM)

Service Level 
Management (SVLM)

Service Asset and 
Configuration 

Management (SACM)

– 4.1.6.2 Outputs –

All Process Owners

Process Approval 
Group (PAG)

QA Plan

CSI Register

Reports

SMM Library

– 4.1.6.3 Outputs – – 4.1.6.4 Outputs – – 4.1.6.5 Outputs –

Change Management 
(CHGM)

SMM documentation 
status

SMM ID#;  Title;  
Effective Date;  Publish 

Date;  Next Review 
Date

Capacity Management 
(CAPM)

Incident Management 
(INCM)

Problem Management 
(PRBM)

Change Management 
(CHGM)

Service Level 
Management (SVLM)

Service Asset and 
Configuration 

Management (SACM)

Availability 
Management (AVLM)

Capacity Management 
(CAPM)

Service Level 
Management (SVLM)

Problem Management 
(PRBM)

Information Security 
Management (SECM)

Incident Management 
(INCM)

IT Financial 
Management (ITFM)

Change Management 
(CHGM)

Project  Management

Single source for data 
review and analysis

Service Transition

Confirm IT services 
remain continuously 
aligned to business 

requirements

Annual consolidated 
technical innovation 

plan

Enhanced and 
institutionalized CSI 
approach across the 

COV, its agencies, and 
VITA

Necessary funding 
secured to design, 

develop, and deliver 
services

VITA understanding of 
agency business 
requirements is 

deepened

Gap analysis showing 
future planning and 

innovation 
enhancements

Refined CSI 
improvements 

achieving intended 
purpose

Best mix of services is 
provided

Continual 
improvement roadmap 

updates

Return on Investment 
(ROI) Report

Value on Investment 
(VOI) Report

Balanced Scorecards

Business Case

IT Scorecards

CSIR Entry

Updated SMM 
document

Annual review 
schedule

Maintenance plan(s)

Audit results

Return on Investment 
(ROI) Report

Value on Investment 
(VOI) Report

Balanced Scorecards

IT Scorecards

Business Case

Audit results

CSIR Entry

Process improvement 
activity reports

Service improvement 
plan

Change requests

Project kick off

Communications 
Management (COMM)

Change Management 
(CHGM)

Business Relationship 
Management (BRSM)

Risk Management 
(RSKM)

Demand Management 
(DMDM)

IT Financial 
Management (ITFM)

Continual Service 
Improvement (CSI)

BRM / CAMs

Supplier Management 
(SUPM)

Capacity Management 
(CAPM)

Service Design

Service Portfolio 
Management (SVPM)

Service Validation and 
Testing (SVVT)

IT Service Continuity 
Management (ITSCM)

Information Security 
Management (SECM)

Strategy Management 
(SMIS)

Service Level 
Management (SVLM)

Service Asset and 
Configuration 

Management (SACM)

Knowledge 
Management (KNGM)

Service Catalog 
Management (SVCM)

Release and 
Deployment 

Management (RDPM)

Change Evaluation 
(CVAL)

Incident Management 
(INCM)

Problem Management 
(PRBM)

Access Management 
(ACCM)

Solution Design 
Management (SODM)

Event Management 
(EVTM)

Service Tower 
Suppliers (STS)

23 19

16
17

14

11

11

Availability 
Management (AVLM) 13

14

7

11

11

9
9

11
6
5
4

3
3
3

2

2

2
4

3

23

2

3

Commonwealth / 
Agency / IT Strategic 

Plans

Strategy Generation 
and Management 

(STGM) 2

4

– Most Common Outputs between 4.1 SMM’s –

Change Management 
(CHGM)

Business Relationship 
Management (BRSM)

Risk Management 
(RSKM)

Demand Management 
(DMDM)

Continual Service 
Improvement (CSI)

Solution Design 
Management (SODM)

BRM / CAMs

Supplier Management 
(SUPM)

Service Portfolio 
Management (SVPM)

Capacity Management 
(CAPM)

Service Design
IT Financial 

Management (ITFM)

Service Transition

Request Fulfillment 
and Management 

(RQFL)

Service Catalog 
Management (SVCM)

IT Service Continuity 
Management (ITSCM)

Information Security 
Management (SECM)

Service Asset and 
Configuration 

Management (SACM)

Service Level 
Management (SVLM)

Service Validation and 
Testing (SVVT)

Strategy Management 
(SMIS)

Knowledge 
Management (KNGM)

Availability 
Management (AVLM)

Release and 
Deployment 

Management (RDPM)

Transition Planning 
and Support

Incident Management 
(INCM)

Access Management 
(ACCM)

Problem Management 
(PRBM)

Service Tower 
Suppliers (STS)

10

9
38

22
16
16

5

24

12

10

12

6
6
7

13
13 3
14

4

3

5
3
3
2
2

Service Portfolio 
Management (SVPM)

Business Relationship 
Management (BRSM)

Capacity Management 
(CAPM)

Service Asset and 
Configuration 

Management (SACM)

Regulatory 
Requirements (DOA, 

DPB, Statewide 
Policies, etc)

Enterprise Financial 
Management Practices

Service Management 
Processes

Service Contract, 
Customer, Application 

& Project Portfolios

Service Knowledge 
Management System

All data sources where 
financial information is 

stored

– 4.1.2.3 Outputs – 

Service Valuation 

Compliance 

Cost optimization 

Business Impact 
Analysis (BIA) 

Change Management 
(CHGM)

3

Strategy Management 
(SMIS)

Strategy Management 
(SMIS)

1.0
Accounting

2.0
Budgeting

3.0
Charging

SMM 4.1.2.3
IT Financial 

Management 
(ITFM)

Most information is based on draft SMM documents as of November 28, 2018.

1.0
Accounting

2.0
Budgeting

3.0
Charging

– 4.1.2.3 Inputs – 

Service Portfolio 
Management (SVPM)

Business Relationship 
Management (BRSM)

Capacity Management 
(CAPM)

Service Asset and 
Configuration 

Management (SACM)

Regulatory 
Requirements (DOA, 

DPB, Statewide 
Policies, etc)

Enterprise Financial 
Management Practices

Service Management 
Processes

Service Contract, 
Customer, Application 

& Project Portfolios

Service Knowledge 
Management System

All data sources where 
financial information is 

stored

Strategy Management 
(SMIS)

– 4.1.2.3 Outputs – 

Service Valuation 

Compliance 

Cost optimization 

Business Impact 
Analysis (BIA) 

Change Management 
(CHGM)

Strategy Management 
(SMIS)

Strategy Generation 
and Management 

(STGM)

Knowledge 
Management (KNGM)

Incident Management 
(INCM)

Event Management 
(EVTM)

Service Portfolio 
Management (SVPM)

Demand Management 
(DMDM)

Business Relationship 
Management (BRSM)

Business Leadership 
Support

1.0
Supplier Onboarding 

Process

2.0
Supplier Offboarding 

Process

3.0
Third Party Vendors

Request Fulfillment 
and Management 

(RQFL)

Request Fulfillment 
and Management 

(RQFL)

2

Commonwealth / 
Agency / IT Strategic 

Plans

Commonwealth / 
Agency / IT Strategic 

Plans

Commonwealth / 
Agency / IT Strategic 

Plans
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